
Heimdal - The Cyberthreat Security Suite 
- We protect what others can’t 



About Heimdal Security 

Our ground breaking intelligence stories have been featured in media such as: 

Part of the best in the 
Cyber Threat space  
Heimdal Security is part of Gartner’s 
selected 25 on Cyber Threat intelligence 
and is part of the best in E-crime. 
We deliver our market leading threat 
intelligence to organizations across the 
world through the Heimdal suite and our 
customers trust us with their operations. 

Developed by world 
champions 
The Heimdal Security software was 
developed in 2011 by the 19th and 20th 
Team Defcon CTF World Champions in 
hacking. Heimdal is now used to protect 
organizations across Europe against 
advanced attacks, wherever their users 
may go. 

Driven by the market 
experts 
Since its incorporation in early 2014, 
Heimdal has been driven by experts in the 
Security field. 
This includes people from Security 
organizations such as BitDefender, BullGuard 
and Secunia. We are now one of the world’s 
fastest growing Security platforms. 



Endorsed by leading organizations 

The power of Heimdal is the intelligence 
At Heimdal we gather our leading intelligence to combat 
cyber threats from a variety of sources such as: 
  
- Reverse engineering malware 
- Penetrating and infiltrating malware infrastructure 
- Sinkholing  
- Domain monitoring 

 
 
 
 
 

- Zero hour monitoring 
- Attack analysis 
- Cracking Domain generation algorithms (DGA’s) 
- Crawling the darkest places of the internet 



Traffic scanning engine 
Heimdal has a unique client based 
traffic scanning engine which protects 
you against Zero Hour exploits, 
dangerous web locations, malicious 
content from legitimate websites, 
cybercriminal attacks and data 
leakage.  
Heimdal is the traffic scanning 
alternative for any business. 

Client with 3 key layers of security 

Advanced malware engine 
The unique traffic based malware engine is a 
perfect layer of extra protection for any 
Antivirus product enabling you to detect and 
block new advanced malware types.  
Our state-of-the-art technology is accredited 
by the US Department of Justice, the FBI and 
Europol. 
Heimdal uses traffic based detection, where 
antivirus uses file and signature scanning. 

Software Install and Patching 
Looking for vulnerability intelligence? 
Heimdal gives you intelligence of 
vulnerabilities. It can also install and patch 
critical applications automatically, silently 
with zero setup and without user 
interruption, but offers the flexibility you 
would like. Patching is a key component in 
any IT Security environment, as exploits are 
used in 65% of all attacks. 

Works in any Windows environment 
Heimdal is compatible with any Windows client environment from Windows XP to 10. Heimdal can also work on VM Ware and Hyper V 

hosted environments. Enjoy a safer environment! 



3. Supplement for Antivirus, which is 
reactive 
Antivirus  looks for files and actions, whereas Heimdal 
looks at traffic. Therefore, what we and they cover varies 
greatly.  
Heimdal prevents hackers from taking data from your PC 
and moving it out of your network.  

Why Heimdal 

2. Traffic scanning to block internet traffic 
Scanning and blocking critical Internet traffic is a core 
security component, which can be used to infect your 
Clients and network environment. 
Heimdal blocks your clients from being penetrated by 
malicious hackers, servers, domains and websites, but 
also prevents your clients from leaking data.  

1. Patches 99,5% of security critical 
software 
Heimdal patches Java 7 / 8, Acrobat Reader, Acrobat 
Flash, Quicktime, Vlc Player, Windows media player and 
many other applications covering 99% of security critical 
applications. Heimdal works automatically and silently, 
without user work interruption. 



Heimdal’s Patching 

Key benefits of Heimdal’s patching and install 

1. Silent installation of software 

2. Automatic deployment of patches 

3. Silent patching without user interruption 

4. Works anywhere in the world, not just in the AD 

5. Covers both feature and security patches 

6. Simple to use 

7. Integrates with the active directory without any setup 

8. Configurable if required 

9. Saves  you a lot of time 

10. Easy deployment via MSI 

Advantages 

1. Less time spent on building images and packages 

2. Less time spent on following up on deployment.  

3. Increased productivity and less time spent on support 

4. Increases your security levels significantly - anywhere 

5. Ensures you are always up to date 

6. Keeps focus on the key aspect, which is the patching 

7. Ensures short deployment overhead 

8. Can be customized to fit your organizations needs 

9. You manage your solution instead 

10. Roll-out is done quickly 



Heimdal Anti-Exploit 
Software Protection 
Heimdal offers protection where antivirus 
products give up.  
 
Software exploits especially in Oracle Java is a 
common path of attack. Overall software 
exploits account for 65% of attack angles. 
 
Antivirus products and firewalls cannot shield 
you from these attacks, as no file is executed on 
the PC. Heimdal protects you, both by keeping 
your software up to date and by blocking 
malicious traffic.  
 
An example of an 0-day exploit protection is 
shown. 

Heimdal Exploit protection 



Heimdal Banking Trojan 
Protection 
Heimdal offers protection where antivirus products 
give up.  
 
Banking trojans are often delivered through a 
morphed Zeus infection, which has a low 2,25% 
antivirus detection. 
 
This means that hackers are often successful in 
bypassing these defenses with their attacks.  
 
Heimdal blocks Zeus either through behavior on 
the PC itself or, if not caught there, blocks access 
to the Zeus servers thus ensuring banking funds 
are not lost. 

Heimdal Trojan protection 



Heimdal offers 5-layers 
Cryptoware Protection 
CTB-Locker, Cryptolocker, Cryptodefence or 
Cryptowall is likely the most advanced malware 
in the world. 
 
Heimdal offers protection where antivirus 
products give up - offering Patching, Exploit 
blocking, Dropper protection, Malware delivery 
or key delivery filtering. 
 
Infections can happen either via vulnerabilities 
or even via exploits delivered from legitimate 
website banners and cannot be detected by 
antivirus products.   
Once the exploits are used Malware droppers, 
deliver the payload, which can avoid your 
antivirus. 
 
This means that hackers are often successful in 
bypassing defenses. 
 
Heimdal uses it 5-layers to stop Ransomware 
attacks at different levels. 

Heimdal Cryptoware protection 



What is the difference 
The key difference in Heimdal to Antivirus 
products is that Heimdal’s focuses on the 
communication from and to the PC to 
combat and detect incoming 2. nd 
generation malware, combined with 
patching to close security gaps used by 
hackers. In unison we offer cutting edge 
protection for end points.  

Heimdal and Antivirus compliment 

Even adds to leading protection 
Antivirus products and Heimdal are a great 
security compliment to each other, 
because they address different Endpoint 
security aspects. 
Today’s leading antivirus products offer 
great signature and file based scanning, 
with firewall and phishing protection, but 
they are still different from Heimdal. 

Works with any antivirus 
Yes, Heimdal works with any antivirus 
engine in the market. The combined 
protection you receive will wary between 
the engines you use, but Heimdal will 
always add traffic based protection 
against new 2. nd generation attacks, 
where no antivirus product is able to 
intercept these attacks. 



Constantly improving 

Extensive capabilities 
The latest Heimdal platform has added more 
proactive security measures than any other security 
service.  
 
Offering increased protection against Ransomware, 
APT’s, Zero-hour exploits and otherwise 
undetectable malware and full patching and install 
capabilities. 
 
It leads the market in simplifying management and 
gives you capabilities to: 
-Improve Ransomware protection 
-Increasing penetration barriers 
-Enhance Zero-hour protection 
-Install and deploy software 
-250% more applications supported 
-Improved monitoring and alerting 
-Simplified management 



Unified Threat Platfrom/SIEM 

Heimdal Unified Threat Platform  
Is our integrated SIEM platform which gives you a clear overview 
of key security aspect in your client and user environment.  
Heimdal Corporate provides SIEM (Security information and 
event management) and IDP/HIPS and DLP protection and it 
comes included in Heimdal Corporate. 
 
Heimdal helps you monitor:  
-Malware  
-Data leaks  
-Vulnerabilities  
-Traffic usage  
-Malicious traffic  
 

Giving you 360 degrees control of the risks in your organization 



Traffic based malware 
detection overview 
The detailed view on malware in the 
Dashboard gives you a extensive insight of 
what has been fixed  in your environment 
and  intelligence on what  your current 
risks are. 
 
The Traffic based malware section 
highlights what malware requires your 
immediate attention even though Heimdal 
is keeping your environment safe from data 
leakage in the meantime. 

Clear malware monitoring 



Traffic Overview and 
client drill-down 
Gives you in depth risk intelligence 
combined with a clear overview of, which 
of your clients pose the biggest future 
penetration risk for your organization. 
 
This enables both IT administrators or 
Security personnel, to engage the user and 
clarify how they should use their computer, 
before they compromise your 
environment. 

Preemptive and clear risk overview 



Powerful vulnerability intelligence 

Vulnerability overview  
This section gives you extensive 
vulnerability intelligence on what has 
already been patched and your current 
liabilities are in your client 
environment. 
 
This enables you to asses the need to 
intervene on some user computers if a 
risk has been open for too long. 
 
Heimdal patching and reporting, works 
anywhere in the world. Not just within 
the AD or perimeter. 



Group Policies and Active 
Directory integration 
Allows you to define policies for Traffic scanning, 
malware detection, patching and installation for 
different segments of your Heimdal corporate 
environment. 
 
This gives you the option to segment your entire 
IT environment and create policies, which applies 
to your exact needs across the Active Directory 
groups of the organization. 
 
Heimdal policies can be made both one to one 
and one to many. 

Easy policy creation and deployment 



Heimdal market position 

Unique Market Position 
Heimdal is specifically designed to protect 
clients against data and financial security 
threats, covering a market gap. 
 
No other Client based software can protect 
computer systems against data leakage and 
advanced system hooking malware. 


